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We present and analyze a gated single photon avalanche detector using a sine gating scheme with a simple 
but effective low-pass filtering technique for fast low-noise single photon detection at telecom wavelength. 
The detector is characterized by 130 ps short gates applied with a frequency of 1.25 GHz, yields only 70 ps 
timing jitter and noise probabilities as low as 7-10"'' per gate at 10 % detection efficiency. We show that the 
detector is suitable for high rate quantum key distribution (QKD) and even at room temperature it could 
allow for QKD over distances larger than 25 km. 



Quantum key distribution (QKD)^-^ is the most com- 
plex and advanced application of quantum physics 
adopted commercially today. Improving the performance 
and transmission distances of direct point-to-point quan- 
tum communication systems in optical telecom networks 
is a challenge where near-infrared single photon detec- 
tors play a crucial role. Also other applications based 
on single photons such as optical fiber mctrology"^'^, op- 
tical remote sensing^^— and distributed quantum com- 
putation require reliable, efficient single photon detec- 
tors with high detection rates, low timing jitter and 
low noise contributions due to dark count or afterpuls- 
ing. Although in the past years alternative detection 
techniques, e.g. based on cryogenically cooled supercon- 
ducting nanowires^"— or sum-frequency generatio n^^'^^ , 
have been successfully implemented, InGaAs/InP single 
photon avalanche diodes (SPADs) are today's preferred 
choice for detectors in integrated systems due to their 
compactness, robustness and reliabilityi^iii^. 

Besides their advantages, one of the factors limiting the 
performance of InGaAs/InP SPADs is the afterpulsing ef- 
fect and several approaches have been taken to mitigate 
the impairment in quantum communication setups^'^^^'^. 
Afterpulses appear due to impurities in the semiconduc- 
tor, which with a certain probability can trap charge car- 
riers generated during a photon induced avalanche, and 
release them at a later time depending on the lifetime 
of the relevant afterpulse trap type. Recently, new gat- 
ing schemes have been proposed and implemented which 
are based on very short gating periods during which the 
detector is sensitive for single photon detection. These 
short gates largely reduce the number of charge carriers 
generated during an avalanche and, hence, the afterpulse 
probability, while at the same time allowing for high gate 
frequencies and detection rates. As the avalanche signals 
are very weak, standard threshold discrimination tech- 
niques are not applicable and instead, methods based 
on sine wave gating and filteringi^"— or self-differencing 
techniques are applied^i"— . 



Here, we report on the characterization and imple- 
mentation of an compact rapid gated InGaAs/InP sin- 
gle photon detector developed in scope of the Nano-Tera 
QCrypt project^ which aims to integrate a fast and 
continuous QKD system based on the coherent one-way 
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To support the high key generation rates 



aimed in this project, the detector is gated at 1.25 GHz 
and a simple but robust low-pass filtering is used to ex- 
tract the weak avalanche signals. The low-pass filter- 
ing potentially bears the advantages that not only the 
gate frequency is efficiently filtered, but also all higher 
harmonics generated by non-linear gain of the amplifier 
or in the photo-diode. Moreover, the filtering is not re- 
stricted to a single gate frequency but works also over a 
wider frequency range as opposed for band stop filtering 
or self-differencing techniques. 

This report is structured as follows: In the next sec- 
tion we briefly motivate and introduce the implemented 
gating scheme. In section |ll] we characterize the detec- 
tor's performance in terms of detection efficiency, and 
noise contributions and timing jitter, and finally we pro- 
vide an estimate on the performance in potential QKD 



scenarios. 



I. SETUP 
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The setup of our detection scheme based on the sine- 
wave gating and low-pass filtering technique is depicted 
in Fig. [T] It comprises essentially the sine wave gener- 
ation stage, the single photon avalanche diode (SPAD, 
JDS Uniphase) in a capacitively coupled bias-T cir- 
cuit, the filtering stage and a supervising Xilinx Virtex- 
5 FPGA (field-programmable gate array) for generating 
the raw gate signals and for post-processing the detection 
signals. We use a fast Gigabit transceiver (Xilinx GTP) 
to interconnect the FPGA with the detector hardware. 

The sine gates are generated by the GTP transmitter 
periodically transmitting square pulses with the gate fre- 
quency, which subsequently can be digitally delayed in 
10 ps intervals in order to allow a temporal tuning be- 
tween the gates and the incoming signals. This electrical 
pulse train is filtered using a sequence of band-pass filters 
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FIG. 1. Sketch of the implemented sine gating and low-pass 
filtering technique for single photon avalanche diodes. The 
upper part represents the sine gate generation stage, the lower 
part the low-pass filtering stage. The GTP transceiver in- 
terconnects the detector with an FPGA for supervision and 
acquisition. 



FIG. 2. The detector box with the fiber pigtailed avalanche 
diode in front and the bias and filtering electronics behind. 
One SMA connector is the input for the gate signals, the 
second the detection output. The shaded area is the cooling 
body. 



with spectra centered around the gate frequency and a 
width sufficiently small to remove higher harmonic fre- 
quency components. The obtained sine signal is amplified 
to the required amplitude determined by the desired gate 
width. After a further filtering step to remove frequency 
sidebands potentially generated by non-linear gain in the 
power amplifier, the produced gate signals typically have 
a peak-to-peak amplitude of around 8 V. 

Under sine gating, the unfiltered output signal of the 
SPAD is largely dominated by the capacitive response 
of the diode to the gate frequency. To discriminate the 
weak avalanche signals which are orders of magnitude 
smaller, we process the output of the SPAD by a low 
noise power amplifier (Wenteq 20-3000 MHz) and a se- 
quence of low pass filters (Crystek CLPFL-0600) which 
suppress the capacitive response of the diode. Each filter 
has a transmission spectrum as shown in Fig. [3] (dotted 
curve). It yields a 1.25 GHz band rejection of -54 dB, and 
we measured more than -40 dB attenuation for higher fre- 
quencies up to 4 GHz, sufficient to suppresses the most 
dominant harmonic frequencies. Moreover, as the band 
rejection remains below -50 dB over a range of more 
than 100 MHz, this filtering technique does not require 
a precise frequency matching between the gate frequency 
and the filter as opposed to band stop filtering or self- 
differencing techniques. However, throughout the report 
we restrict our analysis to a gate frequency of 1.25 GHz. 

After the filtering stage the avalanche signal is dis- 
criminated by a standard threshold discriminator. A fi- 
nal delay allows to temporally adjust the discriminator 
pulses with the 400 ps sampling cycles of the FPGA. 
We note, that in general sine gating prevents the usual 
approach of applying a hold-off time after each detection 
during which the detector is biased below breakdown and 
no avalanche, including due to afterpulsing, can be trig- 
gered. Instead, we post-process detections depending on 
their separation from the previous detection and discard 
all events which occur during a certain hold-off period. 
If not stated otherwise, we have programmed the FPGA 
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FIG. 3. Dotted curve: Transmission spectrum of one of the 
low-pass filters. Solid curves: Spectra of the detector output 
after the low-pass filter stage without (black) and with (red) 
weak illumination. The gate frequency at 1.25 GHz is ren- 
dered negligible by the filter stage while the avalanche signals 
can still be extracted from their frequency components below 
1 GHz. 



for all the results presented here with a logic hold-off pe- 
riod of 10 gates corresponding to 8 ns during which we 
discard all detections. 



II. CHARACTERIZATION 

To characterize the performance of the detector, we 
use a synchronized output of the FPGA at 31.25 MHz 
to trigger a pulsed laser diode (PicoQuant PDL 800-B) 
producing short 30 ps optical pulses which are attenuated 
to 0.1 photons per pulse and temporally well aligned with 
the detector gates. The spectra of the detector output 
are shown in Fig. [3] without and with weak illumination 
and indicate that sufficient contributions remain even by 
considering only frequency components below 1 GHz. In 
Fig. m the average avalanche signal after the second low- 
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FIG. 4. Average avalanche signal (blue) and examples of in- 
dividually captured avalanche signals (gray) after the second 
low-pass filter. The average amplitude of the negative peak 
is -32 mV, the fall time 1.8 ns. 



FIG. 6. Detection efficiency (squares) and dark count prob- 
ability per gate (circles) when the bias voltage is scanned. 
The dashed line shows a linear fit of the detection efficiency 
dependence. 
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FIG. 5. Histogram of detection times yielding a peak width 
(FWHM) of 76 ps corresponding to a detector timing jitter 
as low as 70 ps. Around 2.4 % of all detections appear in one 
of the three subsequent gates after the main peak. 



pass filter captured with a 6 GHz digitizing oscilloscope 
(LeCroy Wavemaster 8600) is shown. It yields a clear 
peak of 32 mV amplitude and a falling edge of 1.8 ns 
length. 

The gray curves in Fig. |4] show examples of individ- 
ual avalanche signals which exhibit fluctuations in am- 
phtude and width. In order to characterize the impact 
of these fluctuating pulse shapes on the detection jitter 
we measured the detection time histogram using a time- 
correlated single photon counting module (b&h SPC- 
130). In Fig.[5]the histogram yields a major peak of width 
76 ps (FWHM) from laser pulse detections. Taking the 
laser pulse width and jitter into account this corresponds 
to a very low detector timing jitter of only 70 ps. 

However, after the main histogram peak, detections 
also occur between gates, and around 2.4 % of all detec- 
tions appear in one of the three subsequent gates after 
the main peak where they aren't expected. As the TC- 
SPC module only registers the flrst detection per cycle, 
the detection in subsequent gates could not be due to 



afterpulsing. Additionally, we used the FPGA acquisi- 
tion to analyze the correlations between subsequent de- 
tections which conflrmed that these erroneous detections 
do not yield the correlations typically observed from af- 
terpulsing. From this we rather identify the timing jitter 
induced by the low pass fllters and the fluctuating am- 
plitudes of the avalanche signals as sources of these er- 
rors. Replacing the standard discriminator by a constant- 
fraction discriminator (CFD) might help to reduce this 
effect in future. 

Nevertheless, as a second possibility these errors could 
still be caused by afterpulsing, if the previous avalanche 
triggering an afterpulse is too small to be discriminated. 
In this case, no correlations are observed. This could 
happen for detections occurring at the end of a gate 
where the number of generated avalanche electrons is 
much smaller than for detections at the beginning of a 
gate. 

Fig. [HI shows the performance of the detector in terms 
of dark count probability per gate and detection efficiency 
when the temperature of the SPAD is reduced to — 43°C 
and the bias voltage is scanned. With increasing bias 
voltage the detection efficiency increases linearly and cor- 
responds to 0.1 when the dark count probability per gate 
is 6 ■ 10~^. To measure the effective width of the gate, we 
change the temporal alignment between the incoming op- 
tical pulses and the detector gate by scanning the upper 
delay in Fig. [T] From the resulting detection statistics in 
Fig. [7] we obtain the maximal detection efficiency of 0.1 
in the center while the full width at half maximum gate 
width is as low as 130 ps. The dark count probability 
normalized per nanosecond hence corresponds to 5 ■ 10"^ 
comparable to the results obtained using the diode with 
a conventional low frequency gating technique. 

As mentioned earlier, the impairment due to different 
noise contributions depends largely on the detector tem- 
perature. In Fig. [5] we show the dark count probability 
per gate, i.e. the probability of a detection when no light 
is impinging the detector and the temperature is var- 
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FIG. 7. Detection efficiency obtained when the delay between 
optical pulses and the sine gate is scanned. The effective 
width of the gates depends on the sine ampUtude and is 130 ps 
in the configuration shown. 



FIG. 9. Detection rates for the sine gated APD in a QKD 
scenario. From the measured raw detection rates and QBER 
we estimate a COW secret key rate^ larger 1 Mbps up to 4 dB 
fiber losses (corresponding to 20 km standard fiber length). 
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FIG. 8. Measured noise probability per gate as a function of 
detector temperature with a minimum value of only 7 • 10~^ 
per gate, and a probability of 1.5 • 10~^ per gate at 20°C. 

led over a range between — 45°C and +20°C. The bias 
voltage is adjusted respectively to keep the excess bias 
constant such that the detection efficiency would con- 
stantly amount to 0.1. The minimum amount of noise 
corresponding to a probability of 6.8 • 10~^ per gate is 
detected at a temperature of — 35°C while for higher tem- 
peratures the amount of thermally activated dark counts 
is increased. 



III. DETECTOR PERFORMANCE IN A QKD SCENARIO 

Due to its very low dark count probability and timing 
jitter, the detection scheme presented here promises to be 
well suited for high rate, long distance quantum key dis- 
tribution. In the following we present the results which 
characterize the performance of the detector in a QKD 
setup based on the coherent one-way protocol^^, but 
equivalent results in terms of detection rate and quan- 
tum bit error rate (QBER) should be achievable with 



any other QKD setup. 

In the COW implementation, Alice tailors the output 
of a continuous coherent laser to produce pulse-position 
modulated (PPM2S) quantum states, where one bit of in- 
formation is encoded in the position of an optical pulse 
out of two possible time- bins per bit. For pulse shap- 
ing we use an intensity modulator (Photline MXER-LN) 
with a measured extinction ratio of 25 dB, the bit fre- 
quency is 625 Mbps (mega bits per second). At the re- 
ceiver side, Bob decodes the information by analyzing the 
detection times with his FPGA. Errors in this detection 
schemes correspond to events registered in the wrong of 
two possible time-bins of 400 ps width. All detections 
outside the 400 ps wide time-bins are discarded and do 
not contribute to the detection or error rates. 

First, we estimate the performance of the detector for 
QKD over different fiber lengths. As the average number 
of photons per bit reaching the detector does not only de- 
pend on the fiber transmission, but also on the number 
of photons sent by Alice, and, hence, on the implemented 
QKD protocol, the results presented in Fig. IH] are given 
as a function of the number of impinging photons per bit. 
Here, the detector temperature is — 43°C and the dc-bias 
voltage 53.5 V. For an average of 1 photon per bit the 
detection rate is 33 Mbps, corresponding well to the ex- 
pected rate of 31 Mbps when a Poissonian photon number 
distribution and reduction due to the 8 ns hold-off time 
is taken into account. With lower photon numbers, the 
raw detection rate decreases linearly as expected. 

The QBER in Fig. [Slyields a value as low as 2.0 % for 
0.001 impinging photons per bit, matching the expected 
value given by the detector noise. In a standard BB84 
setup without decoy states this impinging photon number 
would correspond to a transmission over 75 km standard 
fiber, for a COW implementation it would correspond 
to 115 km. However, at higher photon numbers per bit 
(or shorter fiber lengths), the QBER yields a minimum 
value of 1.6 % which is above the expected lower limit 
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FIG. 10. Measured detection rates and quantum bit error 
rates for different detector temperatures and the correspond- 
ing key rate after error correction. The incoming photon in- 
tensity of 0.1 photons per pulse corresponds to the optimal 
QKD configuration over 25 km fiber length (using standard 
BB84 or COW). Even at room temperature the detector al- 
lows for high rate QKD. 



of 0.2 % given by the extinction ratio (25 dB) of Alice' 
intensity modulator preparing the states. As discussed in 
the previous section, the erroneous detections were not 
correlated with previous detections and for the moment 
we can't distinguish with certainty whether they stem 
from timing jitter or afterpulsing. However, in Fig. [5] 
around 2.4 % of all detections appeared in one of the 
three gates after the main detection peak, which together 
with errors due to the extinction ratio of Alice' intensity 
modulator explain an error rate of at least 1.4 %. Tak- 
ing the measured QBER into account, we also show the 
expected rates corresponding to the situation after error 
correction. For the COW protocol (assuming individual 
attacks), the performance of our detector would allow 
to generate more than 1 Mbps (mega bit per second) 
of secret keys up to a fiber attenuation of 4 dB, corre- 
sponding to a standard fiber with attenuation coefficient 
0.2 dB/km of 20 km length. 

We have also tested the detector performance for QKD 
at different temperatures. At a bias voltage of 53.5 V 
the laser pulses were attenuated down to 0.1 photons 
per pulse at the detector input, corresponding to the op- 
timum configuration over 25 km fiber length with 0.3 
photons per pulse. The results in Fig. [TU] show that for 
this fiber lengths the detector allows for high rate QKD 
even at room temperature of 20 °C. Although this result 
stems merely from the very short gate durations at high 
gate frequency which reduces the amount of detected 
noise per gate, it suggests that the size and complex- 
ity of current single photon detectors could largely be 
reduced as no bulky cooling mechanics is required (see 
Fig. [2])- This might allow for reducing the mechanical 
dimensions of future QKD platforms as developed in the 
QCrypt projecli^i and might even pave the way for the 
development of small handheld size QKD devices. 

As stability and reliability of the detection hardware is 
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FIG. 11. Measurement results showing the stability of the 
detector over a period of 8 h operation. 



a major requirement for robust long-term quantum key 
distribution, we have run the detector over several hours 
and monitored the detection statistics. As the curves in 
Fig. [11] show, the detection and error rates remain con- 
stant over a measurement period of 8 hours without any 
further stabilization. However, as we expect temporal 
alignment drifts between the optical pulses and the de- 
tector gates for long fiber lengths, the final QKD setup 
will comprise a continuous tracking system to actively 
compensate for temperature induced fiber length varia- 
tions. 



IV. CONCLUSIONS 

We have presented the results of an implementation 
and characterization of a 1.25 GHz gated InGaAs/InP 
single photon avalanche diode with simple low-pass fil- 
tering technique suitable for fast QKD operation. We 
have demonstrated that our sine gating and filtering tech- 
nique largely limits the amount of detected noise as the 
gate width is as short as 130 ps. At a detection effi- 
ciency of 0.1 we obtain a dark count probability as low 
as 7 • lO"*" per gate and a timing jitter of 70 ps. The 
detector works remarkably well over a wide temperature 
range and allows for QKD over more than 25 km even 
at room temperature. As the low-pass filtering technique 
for sine gating does not require a precise adaption to the 
gate frequency and is very robust against environmen- 
tal temperature fiuctuations or mechanical stresses, the 
results presented here might be used to reduce the size 
and complexity of fast single photon detectors at tele- 
com wavelength and of quantum communication systems 
employing them. 
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